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[oooi] ##wri. ft #^ffift ^t^(D^^j^ti:hmz.^ih\z.m^hf^>^^.mm^ 

[0003] ^M#ci£-m, lif^ffca^^Sr^o*^— K9*-f^K9^/*lJ:»Kb 

'*M;&i£&*M-oVvm, ARIB (Association of Radio Industries 
and Businesses) lC«fc93frff ZtbXb ^STD-B25&£ftfSf$UV \ 
[0004] ^i5*^t^)i^^W-/«^«, ^.-if ^«^<D^SE 
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ftWFX&kl : 2002-3 1 9934^§-<k$g 

[ooo6] ua*u ^^^tat-h:, ^T^y(ommt¥mmw^n<r>nMttm:Wi\^x 



[0009] ;£3gWt£j^fi. 



[ooio] m *u<», gBm^®«, *ff<^PKip^ffi^o^#^*^@t-ii^i-6/c^ 



[ooii] mtc^t). mzmmizttLx^ ^^y<DmmK^m^mmttb 



I) 



WO 2005/093992 
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[0012] #$oxw\ iam^mi*. PKimmmmmn^&fab^m&izfctx, mmm^ 
vxmm<DPKimmmn^^mmi^mmir^pKimmmm^m^m^hi^ 

[0013] rtucto, mmmmtt. MmznzpKimmmni&nm^&hytfbvx. mmm 

&fr^xMc&<DPKiMmmm&&m>-tz>^bbti:z> 0 
[ooi4] tLtx.it, PKimmmm&m^m*. mm<opKimmmm^sAc (secure 

Authenticated Channel) y°vV=t/V<D*y£— S?lc£*€rCagfI-*:3£J:V \ 
[0015] ^tiiz £9 x %c£?j:mm<DTX^ PKIiijUf #§riffeHt-5t#*r<5-^^-et > 

[0016] #£ixi*. PKimmmmmmm^nm^n. mm^PKimmm m&mmxm. 

o 

[0017] ^ttij:j;«? % wimmt*. mfe£frtd&m%:\zmmirz>z.bx, PKimmmn^m. 
[ooi8] & *u<w\ mt mm&. %mPKiwmmmzi&mm^2,mikLxM:m'rz>PK 

mmm&i&m-rz>b£\,\ 
[ooi9] ztiizjiQimmmmn* M&tstv5PKimmm m&mi&&hv#bvx, urn** 
bmmvpmmmffim&mmt-z^bt&Zo 

[0020] : tittttt, PKimmmmMc^m^ PKimMm f&£MPEG-2 Systems (IEC 
/ISO 1 38 1 8-1 ) <D bizfiSa V&££$r?0^^$&Ay \ 

[0021] fci^tf, PKlii^lf^^mm^PiaP^lff^^r-^^fc^t^** 
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Xtikm-$-Z>t£\ \ f-^^-t^Klo^-CB:, ARIB STD-B24*5^b 

[0022] ft £1X12. PKIiiiilf #ifc#*g^#ci£#®:tt. ^<DPKi|§iitimS:#i£-ei& 

[0023] rtUU:^ $»§«te. «^$*t^»3te©«c^^/i^^>PKlB83ilffif*«r«t 

[0024] #f *IX , PKIIS^it (S^fffv-^^ (Conditional 
Access Systems) T'fflV^ECM (Entitlement Control Message : ^jfiif 
$1) £]fcf£EMM (Entitlement Management Message :4@8>Jj#$l) I^PKIWJI 

{S«^#lt^t3:i8^1f^^*-frT:.ECM*fc«EMM < b3V^^^«r#m^ 

UT»3@H-SfcfcV \, ECM-^EMMtCOV ^tt. ARIB STD-B25aS|$U^ 

o 

[0025] r*t(Cj:«9. 3>^V^^Jffl<^rc*{C^<^1t^^57^^(^Jffl*i^Jv^ 

[0026] fc^x.tf , PKiw^m«^#^t-B8-rsw^tt. PKiiijgit mftmm^&^-r 

-77?xm. PKiii^if ^#^i*v y^y^mvx. m$x<nPK.WMm 

[0027] fc£;ttf , PKIgl^if #5t#lt^{-iii-Sm^«. PKlWMm4>W2&ffll^ f£ 

0 ^^—^3^, INfX. SfcriBEWS^VbJJ *0>v felXtt* ^tt?>^> 

m^-a^*-efco> PKiM^it^^#^tt, «*^gt-te^£*vcv ^PKigaig 

[0028] 0*1X1*. PKimmmmm.nmmm. PKimmmm*n%i£M 
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coo29] r*ucj;<9 x PKimmmm&?m£ntcm&\ f&Mmm^ mm<DPKimmmm^ 

[oo3o] #*L<r±. PKimmmmMm^m^mmmm^hMm<DPKi§mmm^^ 

[0031] ^ud<£»9, PKimmmm^mtnm^cxmmmm^mm mmxpKimmm 

[0032] fctx.fc£. PKIil^tffgfc}:, CRL (Certificate Revocation Ust:mEWW£:%}V 

[0033] fctx.fi . PKiBiiiif m\*. 4kMmmmw-e*>z>t£v\ ^mmmmmi^ 

V N Tf± x ITU X. 509^5^UV\ 

[0034] »^<n. mmmm&. feMttPwmmmmfcMmztitct^fr&mm-t&p 
Kimmm m%.mmm^@i&£tt>^^ PKimmmm^mm^Mc^^n, pki 

[0035] ^tttCj;^ PKIiiJ^ff ^^jgff^fc^. C^gtC x PKI§l3Mim£r$l#£ 

[0036] *f *U< f*. PKIil^#^t##^« x ^<^>^#^|fc^*'e. PKlBiigft^^ 

[0037] ^(-cto. mmmftt£b*&&tkvtc&?ti:M&x^ mmmPKimmm 

[0038] »*U<ii, PKlM^lt^^^^i^yh^lCjCo-rfe^ PKlPiHt^5r^# 

[0039] r*UC£^ PKlM^^^^#U^ttH^>-^V^C>^Jffl^^J|S$tt^tt^ 

[o64o] mmx mmmmmm, pmrnmrnm^mmm^^mi^xmrn^pj^m 
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[oo4i] mia!), gam^e«, ^^mm^nx^x \ PKimmmn^m^m^v. 
[oo43] tcbK.n. PKimmmm^nm^mm^m^ sAc^b^/^pxmm-r^^ 

[0044] tcbx.it, PKlHXIffttJttS^ffctt* PKmmffi $ti£rMPEG-2 Systems(£>:/7 

[0045] tcbx.it. PKimmmmMc^mt. PKimmmn^f-^^^^^^ 
xnm-rz>b£\t\ 

[0046] #£b<ti\ PKIii^if &Ife#8i^i£ff «rff<DPKIia^W^^-t?«t 



[0047] -tUc<£9. »€§*Lfc«t#3te*^PKiB83t««*:«t#'f 



[0048] fcfaitf ; PKiS5gm^«t#^i-@ii-S<f PKiil^lf 

[0049] PiaBl^it#«t#^^t-ii^1»«tt. PlQ«*tff#«) WSMW»y ft 5 
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[0050] 0*b<te, PKiiiigit it^^m, PKiiiigm m*%.m&iix 

[oo5i] ^fcj:9. PKiii^it n&m.m£tiitm&. m^mmn. mm<DPKiMmmm& 

[0052] 0 £b<d\ PKI||^m#«l#^tt> gEftagd^^$nS^:ff^)PKI|i^ 

[0053] rtlia'), PKlBI^<f#(D«l#<Dfi|^d5it^--i : ^^So 

[0054] tcbx.it. PKIII^^tt:, CRLX*2bZ>b <fcv \ 

[0055] fc£x.ii. PKlB8i*W«tt> <&§8&gEW#-T?fcS£J:v v 

[0056] & £U<tt, ffifa^mtS, ^jW-r<5PKl§l^1f #^J£|f$^d^jii^r^J»r"reP 

■ Mint mmmmm^mz£^xpwmmmm&&m£titctm&£titcm&. pki 

[0057] zmzxl PKimmmm&%.m£*htim&* mmmm^ PKimmmm&&nts 

-&Z>Z.b&X%Z> 0 

[0058] m *b<fiv PKIgi^f *RIfr#3^J3\ 0f ^0^#^»ci-*T% PKIglMllliO 

[0059] ; mkmntab* a&&3iUcj:ttm&xh . mm^PKimmmm^n 

[0060] jjfofclXfi, PKl»jSffif.#JR#^^JiJ:syi>^|c«fcr3^t> 4 - PRlii3S1t^$r^# 

[0061] ^tt{-<t9. PKIg§3SJf «*ft#LA»t*!^?>^>^^ffl*Wl^l^l^ft 
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[0063] #&L<te. JB5K§g««, ^Mff ^t-^fi^b-C^$tt5ftfrOPKIia^# 



izm^^n^mir^pmmmmmmmm^m^mt.pmmmmmMmm 



^ 

o 



[0065] #£L<». ^ii^jh^^ffOPKIiiBf*«0^#^^i-^fc*C>PKIii^m 

mwLnmmm^mm^m-r^PKimmmmm.mm^m^t,PKimm 



[0066] &tc, *mmte. 3^>^Sr«5^«K:K«i-SE^S6«-e*>oT. grfrOTKI 
Kjgff#o^#^*^e^il^i'5fcfe<^PKlBi3i<t^^#4t^{-iii"5if« 

[0067] #*l<», PKiii^m #sr*sim ^(c#s^ux^^-r^PKiiiig«^^^# 

[0068] & £IX te. Prag8igm«&#ci£4f #te*m^-C»^6-r5PKi l§iHi$ft#3£# 
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mm^rnm xmm opki want mzmnzitzb «tv \ 
[oo7o] *&miz.£tu^ mm mmftxpKimmm m&&.mztitz.m&, vsmmm 

[0071] *&m<oz*ih*s£xm<o m #k mm. ^mtt. mttmmbm&vx. sir 

[0072] nanism, *&m<Dmi(DmM]&mi~mz>ffimmm ^TAoitg««^^ 

m2M2^mmmmoo(DECM^m.mo2^^^ECM<D'f--^mm^ 
-rmx&z* 

m 

[®6]ig6«^2<oii^^s^«sw#Em^^^^tt5iaff^miio^j;t/ 
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[0073] 100, 110, 120 gE{^® 
200, 210, 220 C3c^B 

101 ECMfim^gB 

102 ECM£fifcg& 

103, 113, 122 tkmm^mmmm 

104 PKimmffim&'4m^nMmfet$ 

105 PKiiiiSif mwm& 
io6, 124 mm&n^&*imu 

107 f&KDiifsSB 

111, 121 PKlB§j£1tfft^tti&S 

123 mnwmmmtttnnfcM 

125 7-<-fe^^^$15 
201 ^Hr^'HBifcas 

202, 212, 221 nmm^§:m #ittg& 

203, 211, 222 PKlPiSlf ^^fSgP 
204 ECM$t#g& 

205, 224 PKimmmm^.n^mm^ 

206 PKiis^if nmm 

207 ^2<Dii{fg& 

208, 223 PKiP^tff ^Mfr|H$ . ^ 
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226 

[0074] (mi^mmmm) 

b&mx.% 0 0ll-:i3^T, $SS3*^g200f3\ — o-T?fc5£Uta^ zio^Jb-C 

mmm lootmm m^vxmm *smx&tui £ v \ 

[0075] Efs^glOOtt, ECMflm^»m01<b. ECM^$15102^, £fci£{f 
[0076] ECMffi&WfM& 10 lfi.ECM (Entitlement Control Message : 

[0077] PKiiaiHf s&^g&iosj*, cKLm<DPKimmm m&&$i-rz>o 
[0078] PKiii&ff m&&m*<tttomfen 104a. crloh^t ^^$ttrv 

v >5) &ecm iz.tfM-rzt^fr&mm -r^o 

[0079] ECM^$P102« > ECMff #^g|S101|Ct&i^$tLTV^ECMit^^^#b 
[0080] ife&ft ^mm\mU 1 03 MPEG^/iH^^^^^ifej^f -J§-£ECM£<S: 

mpeg-2^>^jk— h^hy— a (ts) x^m\xrc, tm-tz>* 

[0081] ^l^iiB^107« > ^^^200^^— ^^h^^LT^^TV V5 C |£ 

10ii{s^l07tt^^g200*^e>H-C<SPKlBi^^^#ll^^tf^^ 
#^*Q;a^i06{C^-r o • 

[0082] ft #^#^^s^io6fi. ^mmm^hPj^mmmmwLn^^t^th 
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[0083] itit3zmm.2oon, ^^/um^moit. Mcmm^m^mmo2t. pkim 

Sm^il^mia5203i:. ECMI&#glS204£. PKI||jg<t#^#^J^M#g|S205 
t. PKI|85i««fiy*S5206i, Jfl2tf>ii{f ^207^ PKI§§jg*t3«$rgB208£:£ 

[0084] PKI§|^t*&{£m&206te, E4f ^glOO^^^#UfcCRL^§l#ra#^ 
^OPKIM^^^^I-.^^^^K^^-^^^^^^^ 17 "^- 11 ^ 

[0085] ^V^AWWireoiWu S^-T^^^^^^-lr^^^^o 
[0086] #i^4g^e$H*«J202Wu ^-Y^/l^^aS201tca:o-C^$nfcTSd^3 

it^OTS^if ^^8rr<5o £fc3Ht^f ^SP202(i, #8tWhECM^PKI§i 
3«fHiOTS*\ PKlW^ff #^^{tgB2034oO;T^ECM^#g|i2p4^^-ro * 

[0087] PKi§s^f$Rig#^:ff ^203^ yFi>*b<Dmmz.jj&?: * *fca§»#a»€>PKi 

H^#<DTS%^#b. PKII8iSm#^fl«fifebT, PKIil^1f^35«fgP208(- 

[0088] ECM&#l$204te. Jfc^-^ff ^ 

. PKIiflJgit^^#*J^^^205(C^'r6 ftp * C^TfcJU ECM & #£:PKI@gg 

1f^^#^^^§P205{e:j^-rJ:9t-bfc^ % ECMKPKiBiiHi fREtf^^a 5 ^ 

*h/CV >£#^<£>^ ECM^PKlUBiglf #fc#ffi^&PialSgW«^#*UJ« 

y ■ • . j£gB205l£®H-£? lCUTt> & V \, : ; r 

[0089] PKIg8JgW#«l#*J^^^^205(i, ECMfCPKIil^^#^#lg^d^*tL-C 
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[0090] H2<z>ii{f §B207te. pwmmmnw&wmzfcCTmmmmioofrbmmztv 

[oo9i] PKiiiis^^HffSP208«, PKieiigft mm&.%:m®i203$.tinn2(Dmm U2 
07frbm$iiz>PKimmffim$:PKimmffi «««f»206 (dt&^b-c, PKin^t 

[0092] ®2«, gaff ^gl00OECM£j&m02a3£j&-f5ECM<07*— 

®2(i::}3Vv-c x ECMfi, ECM-fc^g^Otpfcl, t^>a^y/, ECM* 

xf&gAy&Mffi m*bftz>o mmcKLs<— a^^crlcd^ 

[0093] B3tt, Sgl02li£7£t&l^5f# ^Bam^^A{C*3(t^>gBft^glOO*5«t^ 
[0094] £1\ gBft^Sl00(OPKI|8^ff ^#Jt^#*P^J^lH5104«, PKlBi^it^ 

#^i05tc^$nrv ^CRLrissgr£*vcv ^^^JWrt-s (*^y:/s l 

01). **5, PKIBI^#^#^#»J^104I*, *^tdPKIil^m«5l# 

0 h# (sir, PKimmmmm.mm^tt J * b ^e-t) £fiy$u pki 

Z>Zkb-rZ> 0 LfctfSoT, PKlBiiiW«5t#m^#*n^j^gC104{* > 

X V ^SFKlBHEffi #Et#*g^f*-£ 0 B#£, ^aV<DCRLOJE0f 0 
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[0095] fc*3. ±|S-e^CRLOHff 0 B#£J8 WS^iU:!), CRL^H^tbTl^^ 

[0096] CRL.fr?imiStlX\, o£9, PKI§Sigft#l&#8i^tt-£ 

^S^«:PKIgiiSit^#^Srm<t5i--t-Sr^prtg-C^o 
[0097] CRL^Hff ^tuTV ^^JBJr$;ftfc^\ o*«9. PKI|IliHimi&#«f ^tt 

bt. ECM£fifeg&102(C®?-r (^^S102)„ $Cfcl, ECM^g|S102W:, ECM 
W«#^lHS101^^$nXV^ECM^^^WUx^^S102-C^#L^ 

CRL^^^3^#^^PKlBi^1f^^#^^^^^^WUrcECMifmt-#*P 

b*t\ ECM%^U(^^S103), ^5/^S104<D»jf^lCittfo ECM{* 

[6098] Xx>^S104^*5V^, ##ma^sgi5103li, dfcj&^fcECM^^-r 

' [0099] C*^S2G0<D^i^a^g:fs^il^202{*. ^ftff #&^*/Hfl#lbT, EC 
M^EGM^#glS204{^^-r(^^S20l)o 
[OIOO] &KVPKI§8igW*imm*J^^205te. ECMlfc#lHS204^I&#Uc:ECM 
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[0101] PKlMigtH $&Ifc#*g^#£*VTV ^ $S^©200«. PKliiigW^^ 

#{cB8-rs«!;a^T-r^o ^ttitmnL-x, ^Mmm2oon. ^^^ymmm 

[0102] — PKI§8^f $ft##m^ 5 #£*LTV PKlMJUf $R$t#¥UJ£^gB 

(^^S203) o 

[0103] #tK^ PKI§8ig1t$ft##£J^5fcgfl205l3:. ECMt^StfvCV >fcS$rCRL/<— 
[0104] {£«fUTV ^SCRL^^^rOCRL-CfcSii^x $8*^g200te, #yS£iS&T"t-3o 
[0105] — *\ ^bXV^CRL^Sff^CRL-C^V^^, #Cl£PKlBSigtif $ft&#¥U5t 

m&207iz.mm&itz> (^^S205) „ 

[0106] ^HlO&C-C. gBfs^glOOf*. PKIg8ig^^^#5l^^ff i-^(^5/^S10 
5)„ #CK, if $8##^3fc#ygm06f;t. ^ffOCRL^PKlM^W^^105*^ 
£>]fc#U ^l<OiiftlHSl07{3:^mCRL?r«7K^m200^{C^|ff (^^S 
106) o ' 

[0107] rttt^CT, ^^g20G^m2<Dii(tlHJ207», ^£rtf>CRL£g{f l/C , PKI 
gi^it#Hffm208(C^i-(X^^S206) o Jfcfc, PKIg|JH##J£^gP208f*. 
PKIii5gffi^#iaS206{C|&i^$ttTV ^CRL?r§:ff ^CRLiC35frb-C {^r-yZf 
S207) % ^S€ri^T"rSo ;^^3fetf bT, $^§l®200te N =^>-^Jffl^(ia 

[0108] o^jfe^s^ j-tvtf , mm mmftx<Dc^j>t,^%i£titim&. p 
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[0109] mi<&Mi&]&i&xn, mmmm^x^^mm^mm^y^xm^ir^ 

[0111] #£L<#, PKlBligtf SAC (Secure Authenticated Channel) 

[0112] t£&. ?iummm®.*%m-rz>\z-\z. ^mmmntmmmmtmK^mm^^f 
x\^k*\\ PKimmm&jfrnm^kmq^mnmmfe&tix*,^xh£ 

[0113] mio^^fi^fct. PKlM^^ 

[0114] #*5. mi<^H*S^-e«x ECM(CPKI|85t«««t#ii^S^**5-tibfc^ 
> iffc (fffiM^Wtfe) t-i£ff f 3EMM (Entitlement Management Messa 
ge :<|BSUftfft) ^ ^w^^ciHOTypel (XhV— ^S^S^^^) K*5»*&EC 
M-Kc^itmcEfS fflECM, KcgBitffl EMM v ^—/<mtkm<DType\l^l^> 

! r • ' i i (^T^/VM^fSS^^ Control Information)^ 
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(57) Abstract: There is provided an information distribution system including a distribution device (100) for distributing a content 
and a terminal device (200) for receiving the content. The distribution device (100) has a PKI-related information acquisition in- 
struction addition judgment unit (104) forjudging whether the PKI-related information to be stored has been updated and a broadcast 
signal multiplex transmission unit (103) for multiplexing a PKI-related information acquisition instruction for requesting the termi- 
nal device to acquire the latest PKI-related information, together with the information required for the content use, on the content 
for broadcast when the PKI-related information acquisition instruction addition judgment unit (104) has judged that the PKI-related 
information has been updated. The terminal device (200) has a PKI-related infoimation acquisition judgment request unit (205) for 
requesting acquisition of the latest PKI-related information when a PKI-related information acquisition instruction to be broadcast 
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